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and its application in IP network
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Abstract: In the field of cloud-network operation and maintenance, network stability and security are of utmost impor-
tance. Apart from software and hardware failures of equipment, 70% of cloud-network failures are caused by non-
standard configurations. Therefore, it is particularly important to regularly audit the device configurations. However,
the traditional auditing method of writing rules manually and checking the configuration text line by line is inefficient
to meet the actual needs. For this purpose, a cloud-network configuration auditing system based on the reinforcement
learning fine-tuning large language model was designed and developed. This model could automatically detect and cor-
rect non-standard behaviors in network configurations, thereby enhancing the stability and security of cloud-network
operation and maintenance. The test results show that this model has achieved remarkable results in improving the au-
diting efficiency, reducing the occurrence rate of network failures, and cutting down the operation and maintenance
costs. It provides an innovative solution for cloud-network configuration auditing and lays a foundation for subsequent
research in model optimization, expanding application scenarios, and integrating with emerging network technologies.
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alarm-threshold static-port-range-block 90

port-range enable 4096

port-allowed-range 4096 65535

res-alloc-policy mask 26 assign forward

res-alloc-position remote jppool-name <*> low 70 high 90

R—{7iEbind-pool pppoe-nat-public-IRTTAT, RIFHE.

Bl P, |iX—iThiEres-alloc-position remate jppoo)-name pppae-nat-public-cll low 70 high 100FEEIR, X—TH1005EEERNSE
3, EWB0RI0,
FELLEET, BESERCONTSE:

Ko FEREIIER ) R B
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ERL, ERE TS HEMERE, BRI
W, R R 2R A 94%. St ) 188 e 44 1 5 1
WoAERE 10 B .

{REER -

- ARIAEEN TR

- user-profile CWWFVOHG COFCJWNUV B4MDGDGV6RO.R 98JPTDA164CKZ
- qos car YOZ5 any cir XTZ4 cbs HL47ZJFNHNVBIMNTX ebs 0

- XS AR

- user-profile <*>

- Qos car <*> any cir <*> cbs <*> ebs 0

OB

- RAMEREEREN.

- BENSTFESHE,

- X—175hCWWFVOHG COFCJWNUV B4AMDGDGV6RO.R 98)PTDA164CKZ SHEHREERAT
SRR, SRR <> QAR EIaR — M AT BN TR FHE, ERRTERENE
BT AN FESSIERRF IR, T GIRNE, EE<>.

- FAUEEN, EHERESCITSA:

- user-profile <*>

- qos car YOZ5 any cir XTZ4 cbs HL47ZJFNHNVBIMN1X ebs 0

10 B0 a B AT 8 B A O A

22 ZWEERZKERE PRI A

TESEPRFE I serh, RRBUKFE 2= W e B FE A%
ARG, STIUNT N 4% 15 46 B 0 11 4 1D o S8 T
PR o

R Y5 SRR N R4 W 2% 5 4% 1 SR IR T B
fF, IR BT N Z A B B,
AR EFEZ . BB ES, KA
W H = M B R KB R E AT B f A, A
B N R 5 0 SRt — S50 e 2 A =, )
ARG RS 3 REP IR BARILA. 58
M SR P . |5k, 2T TF-IDF ja &4k
Jiiks T E R RE AL AL B 55 AR SR R b v AR
BRI 5 SCARABLRE , 1 23k B e DL I P 5 0 A A
Fk, WS HUL R 5 8 A R SO 3 B ¢
G, AhRHEE RS AR KM, TR 4
B %, WKIERHECRERZ IR R FRESE, B
AR R AR ) o RS AR IR (B FE R ) T A R
BN A BRI B ORI . B R R
MAEFAEIETT 6. RS — 0 X AL 46 k47
SERILARAT, SRl P B 2 A A R
45 DL Excel. TXTZ5@ A% FH, @1 HF
I R G I M A R 46 i B S R Y

Rt EEREAFERES (WEETNR. IE
k. S8 RE. BERMRE) AT 0B ARE,
RS 4E N D1 PO E A ) 8 BR R s IR O T
AL mS, BERA TR EBEHENNES
CIE A

TEIZE T IP NG ERNBITHET, =ME
B KR RIE T ORBER, B e A i ok
T—RAEF @, HF, Bras VM DHCP #f 2
HF LB BSR4 &4 (domain-
name system, DNS) 75t Hb il 5 1% n] @ 4% 52 5%
Ho MAPIER &G, HahdA FHEE P
(dynamic host configuration protocol, DHCP) #i
LIRS AR N IAFHZ) . 35 L DHCP 372 7 3
S, e il X DHCP 29 KU HE & 22 (data-
base management, DBM) R4 H k&, #ti T
FOH PR IR AE R 1 DNS Hhuhik o X b e,
2% bk % ¥ (network address translation, NAT)
L DXt 1k vt A N 3 T allocate-newip enable AL B ,
R F 2 B 25 e e 5 21 AN [B] (1) FA I TP Hh
ik, RUEEE AR LY, TR D P b R R
DNS bk Al f . 2= G B G 1% AL AE TP ) e
PN HWE 1 Fs. BH, = WEEEZK
BRI R I AT HERE R ), BB A )%
Pie B 5 B RSO0, R B E ) AR YR, RS
JR R I45 tHAHEFE L B

Z W TC B PG A% KB AR 1) % 0 D) BB IR i S
BB NN S REERWAER, SELIEE
KRS BRI e A S TRACE . AE S bR A
WEMFLziTd, REMBAMEE RS (0
PR SRR PR BB RS RILH
SR EE 77, SR T E U A (R 2R A R
94%, FEMHFILT]89%, A RARKE 1 i UL P
SR, REAERNE R G, B
A RS #E E A7 1) B 22 FLAR TG BE A B8 R R A
B T HER IR B 86.5%, i PR TN TLHE
BN AT SIS ) A . I8 4E N BRI TE R 4Gt
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AR R R UOE R BT N TRA, ik
WRNRBIERE, B il —Ef—@# i —
PAT” IR E B . LD T R B
SR JEE 1 2 h KR 46 52 22 10 min, AbEEAEK
REETHZ192%.

HHEER: -

iR pool pppoe-nat-private -l =eike = ="18 -
network [ <#3%-m mask 255.255.0.0¢

subnet mask-length =i

subnet idle-time W«

subnet alloc-mode up-backup-pge
subnet utilization mark higp
dns-list EN4Fn il
dp n-use threshold 4 allocate-new-jp enable
allocat ip enables S
ip-subnet-in-use threshold ¥
network 2L s &% mask 255.255.0.0 secondary*
network L= «1.% imask 255.255.0.0 secondary+
gateway . = mask 255.255.0.0¢

gateway " A I'.>- mask 255.255.0.0¢

mask 25.256.0,0

11 = WD B AEAZ AR AL AE TP I w17

T H St Lok, B EC B R A T AR T
30%, £ H KM 28 AL B AT A p Bl 4 BT IR A
B ERE, FFEANRS T 8RN FELS
HRT AR B R R . B EE SRR X S R e R
SR FE AP, RGEE D 1 IS YE A A 4T
WA 5 W R A rh R AR, 25
F LB AL 27%, Btk RIFIA TR AL
i S HEHHE .

3 HRiE

e MIs s, MR E TS 2 e tEA
HANBL B 70% SRR T ANV E, S5
NTLRERZTT AR dhxit, R3O KR T
— BT Drain 5955 R0 KB ) 2 W EE BLAE
BARG. ZRGEAEE LA AT,
AP S SR I B A s A B A RS B AR,
e AR AE A RE % 3R s A HE SR B % ) At
i 1) R SRR SR HE s AR K R AT RE A
WRIRTE 7RG B REALRE R o A ST 1 5
AN T = B B RS KA, A3 25 i 7 3
AEARTERZBCRAG S 1E N5 A 122 R HE R
AL A PO IE B A A Bk AR R A

R ARG U 2 IE R B A 1% . AR SCBLIP Mg 5t
%1, A 3h € L Bras VM DHCP 3t #2 & 5 2 F 77
DNS 73 Fic £ 1 1] @, B 73z 4 N\ 53 A o i e
M BB KM B R TERAE, K
W PRI T ) 2% i B i A2 38, PRI T IS 4E A
N WA E AR T O TT =, A R
b 7 = Mg e fa g 5 %4, 18R BRI
s N 3 55 0 R B 55 37 2% W 28 3R il & AT 7
PUAEMRE . NG S T, AR R A
AR TR EEZ, XRFAREMY T &R
BCE R & N, Jaetidhedt — P RBENHTEE
10 NS ) o 5 S o S o 7 D= D i B U5 5
fifg BRI B E A E RS, RAEREARERE
ok s 5 Bh 9w S B B A, AROR MR AL T
EYEN R TAERAE, ’E 7 8E. sMiE
AR RAE N T R4 TAMZ L, KA
HiHE) 5 N RS AL &, O HESh ARk
B R 5T w4 i EE &,
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